RUSTINGTON PARISH COUNCIL

MINUTES: of the Monthly Meeting held on 24 April 2023

PRESENT: Councillors Mrs A Cooper (Chairman), J Bennett, Mrs C Broomfield, M Broomfield,
M Clayden, A Cooper, Mrs P Gregory, R Grevett, Mrs S Partridge, Ms M Revell,
D Rogers, J Street, G Tyler and P Warren

In attendance: Mrs C Ward (Clerk of the Council) and Ms R Costan (Deputy Clerk of the Council)

Before the commencement of the formal business of the Meeting, the Chairman referred to the fact that this
was the final Meeting of the current four-year Council Term, with the new Council taking up office on
10 May 2023.

She expressed her thanks and appreciation to all Members of the Council, congratulated the 13 Members that
had been re-elected unopposed, and referred particularly to Councillors Clayden and Street who had decided
not to stand for election for the new Term. She thanked them for their hard work and dedication throughout
their time as Members of the Council, wished them both all the best and said that she hoped they would
continue to keep in contact with, and support the Council, with its future Projects and objectives.

She said that she was also delighted that there would be two new Members who had also been elected
unopposed, namely Mrs Valerie Allen and Ms Lesley-Anne Lloyd. The new Members would, she
anticipated, attend the first Meeting of the new Council on 15 May 2023.

She then referred to the one vacant seat on the Council in the West Preston Ward, for which no nominations
had been received, and said that this would be filled via the Call for By-Election and, if appropriate, the
co-option process in due course.

She finally conveyed her appreciation to District Councillors Chapman and Tilbrook, who were not
standing for election for a further term of Office.

The Council was pleased to NOTE this information.

91/23 THE LATE MRS MARGARET CLARK

The Chairman referred to the recent sad passing of Mrs Margaret Clark.

She said that Mrs Clark, the wife of the late Harry Clark, had played a major part in the management and
day to day operation of the Rustington Heritage Association for many years, as a Trustee of the Heritage
Association. She was, as Harry was, dedicated and unceasingly committed to the preservation of
Rustington’s Heritage and History for the benefit of the community as a whole. She said that the saying
‘Behind every successful man there stands a woman’ was certainly true in the case of Harry and Margaret,
and a great woman at that.

She went on to say that Margaret had volunteered for the County Records Office, along with Harry, as
Indexers for the Census Returns before they were digitised, amongst many other projects. She was a very
early and active member of the Mod Mums Parents and Toddlers Group and then Stepping Stones
Coffee/Social Group and an active member of the congregation at St Andrews United Reformed Church.
She was also a Life Member of The National Trust.

The Council then observed a one-minute period of silence in memory of Mrs Clark.



92/23 APOLOGIES FOR ABSENCE

An apology for absence was received from Councillor Ceiriog-Hughes (Indisposition). This apology was
accepted by the Council.

93/23 DECLARATIONS OF INTEREST

Councillor Tyler declared a prejudicial and pecuniary interest in Minute 101/23 (Minute 29/23 of the
Finance and General Purposes Committee Meeting held on 24 April 2023 refers). In the absence of any
discussion, he remained in the Meeting during the consideration of this item, but took no part in the vote
thereon.

94/23 MINUTES

The Minutes of the Monthly Meeting held on 27 March 2023 were signed by the Chairman as a correct
record.

95/23 SUSSEX POLICE

(a) Matters Arising

The Clerk reported that she had nothing of any major relevance to report at the present time.
The Council NOTED this information.

(b)  Summer Road Safety Briefing Recording

The Clerk reminded Members that she had previously circulated an email received from
Chief Inspector Wells, containing the link to the recording of the Road Safety Briefing that was held on
13 March 2023.

The Council NOTED this information.

96/23 DISTRICT COUNCILLORS

The Clerk reported that apologies for absence had been received from Councillors Gunner and Tilbrook.

In the absence of District Councillors Gunner and Tilbrook, there was no Report on District Council
matters available for the Meeting.

The Council NOTED this information.

97/23 COUNTY COUNCILLORS

The Chairman, in her capacity as a County Councillor for Rustington said that as the Meeting scheduled to
be held on 31 March 2023 had been cancelled, she had nothing of any significance to report at the present
time.

The Council NOTED this information.

98/23 CLERK’S REPORT

(a) The late HM Queen Elizabeth I1

The Clerk reported the receipt of a card from King Charles 11, expressing his thanks and appreciation in
respect of the Council’s message of sympathy following the death of his beloved mother.

The Council was pleased to NOTE this information.



(b) Blind Veterans UK - Presentation at the Annual Assembly of the Parish Meeting

The Clerk reported the receipt of an email from Jo Parker-Smith, Community Engagement Lead of

Blind Veterans UK, thanking the Council for giving Lesley Garven and herself the opportunity to speak at
the Annual Assembly of the Parish Meeting.

The Council was pleased to NOTE this information.

(c) Donation - Girlguiding - LaSER Girls and Leaders Challenge Trip

The Clerk reported the receipt of thanks and appreciation from Miss Emily Rogers, in respect of the
Council’s donation towards her participation in the LaSER Girls and Leaders Challenge Trip.

99/23 CHAIRMAN’S REPORT

The Chairman reported on her official representation and attendance at Meetings, Events and Functions
since the last Monthly Meeting as follows:-

o Bognor Regis Town Council - Civic Reception - 28 March 2023
o Arundel and Littlehampton District Scout Council - Annual St George’s Day Service and
Parade - 23 April 2023
The Council NOTED this information.

100/23 PLANNING COMMITTEE

The Council NOTED the Reports of the Planning Committee Meetings held on 13 March 2023 and
3 April 2023.

(Prior to consideration of the following item Councillor Tyler had declared a prejudicial and pecuniary
interest, as Mr P Collins was his son-in-law - Minute 29/23 refers)

101/23 FINANCE AND GENERAL PURPOSES COMMITTEE

The Council received the Report of the Finance and General Purposes Committee Meeting held on
24 April 2023. (Verbal Report from the Chairman of the Committee).

The Council RESOLVED that all of the Recommendations contained in the Report of the Finance and
General Purposes Committee Meeting held on 24 April 2023 be APPROVED.

102/23 ALLOTMENTS COMMITTEE

The Council received the Report of the Allotments Committee Meeting held on 3 April 2023,

The Council RESOLVED that the Recommendations contained in the Report of the Allotments Committee
Meeting held on 3 April 2023 be APPROVED.

103/23 MEETING DATES

The Clerk referred to Minute 11/23 (Allotments Committee Meeting - 3 April 2023 refers) and reminded
Members that it had been agreed to change the next scheduled Meeting of the Allotments Committee to
21 August 2023, with a commencement time of 5.30 pm.

She said that in accordance with this decision, she was now asking the Council to consider and formally
approve the following additional rescheduled Meeting date.



The Council then RESOLVED that the following Meeting should be rescheduled as detailed below:-
(a) Leisure & Amenities Committee - 31 July 2023 to 21 August 2023

104/23 MEMBERS’ ATTENDANCE RECORD

The Council NOTED the Attendance Record for Council and Committee Meetings for the period from
April 2022 to March 2023 inclusive.

105/23 ASSET REGISTER

The Council considered the Asset Register as at 31 March 2023, which had been previously circulated, and
the Clerk reported that this was as up-to-date as practicably possible.

Following a brief discussion, the Council RESOLVED unanimously that the Assct Register as at
31 March 2023 should be APPROVED as a correct record. A copy of the Register is attached and forms a
part of these Minutes.

106/23 REVIEW OF INSURANCE PROVISION

The Clerk reported that the Council’s Insurance provision had recently been reviewed and, whilst the current
situation was that the Council continued to be over-insured in certain areas, both the Finance Manager/RFO
and herself were of the opinion that the total provision would cover all losses in the event of any
unforeseen incidents, and did not need to be changed in any way at the present time.

She reminded the Council that Meetings were normally held with the Council’s Insurance Brokers on a
six-monthly basis, when additions, amendments and deletions were made. She confirmed that the
Finance Manager/RFO and herself were in regular contact with the Brokers by telephone and email.

She also advised that there had, during the year, been one claim for vandalism in The Woodlands Centre
Public Toilets and one ‘no fault’ claim for one of the recently refurbished brick flower beds in the Village,
which had been damaged as a result of a motor vehicle colliding with it.

The Council NOTED this information and RESOLVED unanimously that no major amendments should be
made to the insurance provision at the present time.

107/23 INFORMATION SECURITY INCIDENT POLICY

The Council reviewed the Information Security Incident Policy as presented, and RESOLVED to take no
action in respect of any amendments to this Policy at the present time. A copy of the Policy is attached and
forms a part of these Minutes.

108/23 PARISHIONERS’ AWARD

The Clerk reported that eight nominations (from ten nominators) for the individual award had been received,
and eight nominations (from eight nominators) had been received for the group/organisation award. She
said that a Meeting of the Working Party would now need to be convened to consider the nominations
received.

Following a brief discussion, the Council AGREED that a Meeting of the appointed Members of the
Working Party, namely Councillors Mrs Broomfield, Mrs Gregory, Mrs Partridge, Rogers and Tyler,
should be held on 2 May 2023 at 1.00 pm, to consider the nominations received.

109/23 NUMBER 12 BUS SERVICE

(a) Statistics - March 2023

The Council NOTED the Number 12 Bus Service Statistics for March 2023.



The Clerk then referred to Minute 78/23(a) and reminded Members that she had, via email, consulted with
them on the proposed revised timetable that would include the East Preston extension to the route. She
said that all Members who had responded were happy to accept the new timetable, which did not clash with
the No. 9 Service and had a half an hour earlier start time in the morning, plus an extra journey had been
added at the end of the day.

She also advised that she had received confirmation that the new extended service would take effect from
30 May 2023 and Compass Travel would be in contact again in the near future to discuss publicity, etc.

The Council NOTED this information.

110/23 CORONATION OF KING CHARLES III - CORONATION CONCERT -
SUNDAY 7 MAY 2023

The Clerk referred to Minute 79/23 and advised that following the initial high take up of tickets, there were
in the region of 40 still available.

She said that a small Lucky Programme Draw was planned, with the prizes concentrated around bottles of
alcohol, boxes/tins of chocolates and biscuits and toiletry sets. She said that if Members could donate a
gift, she would be most grateful.

She added that cold refreshments would be served during the Interval to the seated audience, as had been
the case for the Community Carol Concert in December 2022, and the Chairman had again chosen
Turning Tides to be the recipient of the Retiring Collection.

The Council was pleased to NOTE this information.

111/23 PROVISION OF CHANGING PLACES TOILET - THE STREET

The Clerk referred to Minute 80/23 and said that a Meeting with representatives of the Church Hall
Committee had taken place on 27 March 2023, and it had subsequently been agreed that the area
immediately behind the former Public Toilet Unit, together with the adjacent car parking space could be
used by the Contractors for a welfare unit and to accommodate equipment, for the duration of the works.

The Clerk then said that the District Council had advised that as part of the design of the new Changing
Places facilities, it had been suggested that a feature wall was incorporated, which could be plain or of a
bespoke design. For the District Council’s own sites, their Communications Team was being
commissioned to take photographs of the surrounding area to have blown up to fill the wall. The Parish
Council was asked if it would like this in the Rustington Unit, and if so, it could provide some ideas so that
the Communications Team could go out and find the correct images for approval.

Following a further discussion, the Council RESOLVED that an approach should be made to appropriate
local Organisations with clients/members who would be likely to use the Changing Places Toilet Unit, to
gauge their opinions on one wall being painted in a bright welcoming colour in the Rustington Unit.

112/23 THE WOODLANDS CENTRE - PROPOSED MAJOR REDESIGN AND
REFURBISHMENT PROJECT

The Clerk referred to Minute 81/23 and reported that a Meeting of the Working Party had taken place on

11 April 2023, when it had been agreed that the cost saving ideas and strategies proposed by Scott Taylor to
enable the Project price to concur with the figure for Phase 3 as requested by the Council, should be
accepted, to be placed before the Council, together with the suggested next steps for its consideration.

She said that the Working Party had also agreed that it would be more appropriate to place a detailed
Report in respect of the costings and the proposed next steps before the Council at the first Meeting of the
new Term, namely 15 May 2023,

The Council NOTED this information.



113723 ARUN DISTRICT COUNCIL - NPPF & CIL TOWN AND PARISH BRIEFING

The Council NOTED the Minutes of the NPPF & CIL Town and Parish Briefing held on
24 February 2023.

114/23 WEST SUSSEX COUNTY COUNCIL - A259 MAJOR IMPROVEMENT SCHEME -
PROGRESS UPDATE - 17 APRIL 2023

The Council NOTED the Progress Update Newsletter dated 17 April 2023.

115/23 WEST SUSSEX ASSOCIATION OF LOCAL COUNCILS LIMITED - ADALC
CONFERENCE - 2 MARCH 2023

The Council NOTED an email received from Anna Beams, ADALC Secretary, in this regard.

The Clerk said that the notes from the break-out sessions, the West Sussex County Council Slides and notes
that Emily King was compiling on items that were raised had yet to be received, but would be circulated to all
Members as soon as they were available.

116/23 WEST SUSSEX ASSOCIATION OF LOCAL COUNCILS LIMITED - QUEEN’S
GREEN CANOPY CAMPAIGN WEST SUSSEX

The Council NOTED an email received from Anna Beams, together with an associated Report produced by
Lady Emma Barnard, HM Lord-Lieutenant of West Sussex, on the programme of the Queen’s Green Canopy
Campaign and its success in West Sussex.

117/23 WEST SUSSEX ASSOCIATION OF LOCAL COUNCILS LIMITED - BOARD
MEETING - 21 APRIL 2023

The Chairman, in her capacity as a Member of the WSALC Board, reported on her attendance at the last
Meeting on 21 April 2023. She said that much discussion had taken place in respect of the forthcoming
Elections, with particular reference to the disappointing number of nominations that had been received for
some Parish Councils in West Sussex. She said that other items on the Agenda had included the ADALC
Conference on 2 March 2023 and a number of issues currently being progressed by NALC, including Remote
Meetings, Sanctions for Councillors Code of Conduct and Basic Allowances for Co-opted Members.

The Council NOTED this information.

118/23 STATEMENT FROM COUNCILLOR TYLER, VICE-CHAIRMAN

Councillor Tyler advised the Council that he would not, unfortunately, be able to attend the Annual Meeting of
the Council, as he would be away on a holiday in Scotland, which he had been committed to for a long period
of time.

He said that he had very much enjoyed his time as Vice-Chairman, and was hoping to be nominated, at the
Annual Meeting, for the position of Chairman of the Council for the ensuing year.

He concluded by thanking the Members of the Council, in anticipation of their support for him for the position
of Chairman of the Council.

119/23 SOUTHERN WATER - PIONEERING SOLUTIONS TO REDUCE STORM
OVERFLOWS ‘WILL BRING NATURE BACK TO COMMUNITIES’

The Council NOTED a Press Release in this regard.



120/23

DOCUMENTS AND PUBLICATIONS CIRCULATED

The Council NOTED the following Documents and Publications previously circulated for Members’
information:-

(2)
(b)
(©)

(d)
(e)
®

(2
(h)
()
)
k)
0y

(m)
(n)
(0)

Action in rural Sussex - April 2023 AirS Newsletter

Campaign to Protect Rural England - Campaigns Update - April 2023

Campaign to Protect Rural England - Please Take Action - CPRE Sussex’s Manifesto for the
2023 Local Elections

Carers Support West Sussex - Latest News - 27 March 2023

East Preston Parish Council News - 29 March 2023

National Association of Local Councils - Chief Executive’s Bulletin - 6 April 2023,

14 April 2023 and 21 April 2023

National Association of Local Councils - NALC Events - 28 March 2023, 4 April 2023 and
11 April 2023

National Association of Local Councils - NALC Newsletter - 28 March 2023, 12 April 2023
and 19 April 2023

Rustington Residents Association - Newsletter - April 2023

Turning Tides - We were invited to the Houses of Parliament

West Sussex County Council - Easter Special eNewsletter

West Sussex County Council - News Releases - 27 March 2023, 28 March 2023,

30 March 2023 x2, 14 April 2023, 17 April 2023 x2 and 18 April 2023

West Sussex County Council - Residents’ eNewsletter - April 2023

West Sussex Mind - Supporting Menopause in the Workplace

West Sussex Mind - Mental Health Awareness Week

There being no further business the Meeting concluded at 7.21 pm.

Chairman:

.
................................................ Date: vavnvnesenessssissenisvasissiasisvisiiiives

There were no questions received either preceding, or at, the Meeting for consideration during the
Public Question Time, held prior to the commencement of the formal proceedings.
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RUSTINGTON PARISH
COUNCIL

INFORMATION SECURITY
INCIDENT POLICY

(Adopted 25 April 2022)
Reviewed 24 April 2023



Rustington Parish Council

Information Security Ihéident Policy

Information Security Incident Policy



Information Security Incident Policy

1 Purpose

1.1 This document defines an Information Security Incident and the procedure to

report an incident.
2 Scope

2.1 This document applies to all Councillors, Employees of the Council, contractual
third parties and agents of the Council who have access to Information Systems or

information used for Parish Council purposes.
3 Definition

3.1 Aninformation security incident occurs when data or information is transferred or is
at risk of being transferred to somebody who is not entitled to receive it, or data is at risk

from corruption.
4 An Information Security Incident includes:

o The loss or theft of data or information

e The transfer of data or information to those who are not entitled to receive

that information

o  Attempts (either failed or successful) to gain unauthorised access to data or

information storage or a computer system

« Changes to information or data or system hardware, firmware, or software
characteristics without the council's knowledge, instruction, or consent

«  Unwanted disruption or denial of service to a system

» The unauthorised use of a system for the processing or storage of data by any

person.
5 When to report

5.1 All events that result in the actual or potential loss of data, breaches of
confidentiality, unauthorised access or changes to systems should be reported as soon as
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they happen. If the breach occurs or is discovered outside fo normal working hours, it

must be reported as soon as is practicable.
6 Action on becoming aware of the incident
6.1 The Parish Clerk must be contacted by email or telephone.

6.2 The Parish Clerk will require you to supply further information, the nature of which
will depend upon the nature of the incident. However, the following information must be

supplied:
«  full and accurate details of the incident
«  when the breach occurred (dates and times)
» whois reporting it
«  the nature of the personal data information

. how many individuals are involved

6.3  The outcomes of these actions are to be reported to the Parish Clerk who will
notify the Councils designated Data Protection Officer.

7 Containment and recovery

7.1 The Clerk will first determine if the breach is still occurring. If so, together with the
Data Protection Officer and, if appropriate a representative from the IT support company
(the Response Team), the appropriate steps will be taken immediately to minimise the
effect of the breach.

7.2 Aninitial assessment will be made by the Response Team to establish the severity
of the breach and whether there is anything that can be done to recover any losses and
limit the damage of the breach. That group will also establish who may need to be
notified as part of the initial containment and will inform the Chairman of the Council and,

where appropriate, the police.
8. Investigation and Risk Assessment

8.1  An investigation will be undertaken as soon as reasonably possible, but, generally,
within 24 hours of the breach being discovered / reported.
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The investigation will focus on the cause of the breach, the risks associated with it, and

will take into account;

the type of personal data involved

its sensitivity

the protections in place (e.g. encryptions)

what happened to the data, whether it has been lost or stolen
whether the data can be put to any illegal or inappropriate use

the affected individuals, and the potential adverse consequences to them
(including how serious/substantial these consequences could be, and the

likelihood of occurrence)
whether there are wider consequences to the breach

other relevant considerations

9. Notification

9.1 The Response Team, will determine who needs to be notified of the breach.

9.2 Every incident will be assessed in regards to notification on a case-by case-basis,

including consideration of the following:

are there any legal/contractual notification requirements

will notification assist the individuals affected — can they take actions in
relation to the information to mitigate risks

will notification help prevent the unauthorised or unlawful use of personal
data

will notification help the Council to meet its obligations under data
protection law

if a large number of individuals are affected or the consequences are very
serious, does the ICO need to be notified.
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9.3 If the Response Team discovers a personal data security breach that poses a risk to
the rights and freedoms of individuals, it will report it to the ICO within 72 hours of
discovery.

9.4 Notification to the individuals whose personal data has been affected by the
incident will include a description of how and when the breach occurred and the data
involved. To the extent feasible, specific and clear advice will be given on what they can
do to protect themselves, including what actions have already been taken to mitigate the
risks. Individuals will also be provided with contact details to allow them to contact the
Council for further information or to ask questions on what has occurred.

9.5  The Response Team must also consider notifying third parties such as the police,
insurers, banks or credit card companies, etc. This would be appropriate where illegal
activity is known or is believed to have occurred, or where there is a risk that illegal

activity might occur in the future.

9.6 The Response Team will also consider whether it is appropriate to issue
communications to other interested parties.

9.7 All actions will be recorded by the Clerk.
10  Evaluation and Response

10.1  Once the initial incident is contained, the Response Team will carry out a full review
of the causes of the breach; the effectiveness of the response(s) and whether any changes

to systems, policies or procedures are required.

10.2  Existing controls will be reviewed to determine their adequacy, and whether any
corrective actions should be taken to minimise the risks of similar incidents occurring.

The review will consider:
¢ where and how personal data is held, stored and secured

®  where the biggest risks lie, including any further potential weak points within
the existing systems / data protection framework

*  whether methods of transmission are secure, and compliant with the
principle of data minimisation (only sharing the minimum amount of data

necessary)
* identifying weak points within existing security measures

e  staff awareness and training
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* implementing a personal data breach plan and identifying individuals /
functions responsible for reacting to reported breaches of security

Any report recommending changes to systems, policies and procedures relating to
personal data protection will be considered and approved, as appropriate, by the
Council.
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Examples of Information Security / Misuse Incident Protocols

Information Security Incidents are not limited to this list, which contains examples of some

of the most common incidents.
Malicious Incident

«  Computer infected by a Virus or other malware, (for example spyware or

adware)
»  Anunauthorised person changing data

«  Receiving and forwarding chain letters including virus warnings, scam
warnings and other emails which encourage the recipient to forward onto

others.

«  Social engineering - Unknown people asking for information which could
gain them access to council data (e.g. a password or details of a third party).

«  Unauthorised disclosure of information electronically, in paper form or

verbally.
: Falsification of records / inappropriate destruction of records

. Denial of Service, for example - damage or interruption to Parish Council

equipment or services caused deliberately e.g. computer vandalism
«  Connecting non-council equipment to the council network
»  Unauthorised Information access or use

. Giving information to someone who should not have access to it - verbally, in

writing or electronically

«  Printing or copying confidential information and not storing it correctly or

confidentially.

Access Violation

«  Disclosure of logins to unauthorised people
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«  Disclosure of passwords to unauthorised people e.g. writing down your

password and leaving it on display

«  Accessing systems using someone else's authorisation e.g. someone else's

user id and password
« Inappropriately sharing security devices such as access tokens

«  Other compromise of user identity e.g. access to network or specific system
by unauthorised person

«  Allowing unauthorised physical access to secure premises e.g. server room,

scanning facility, dept area.
Environmental
«  Loss of integrity of the data within systems and transferred between systems
- Damage caused by natural disasters e.qg. fire, burst pipes, lighting etc
«  Deterioration of paper records
«  Deterioration of backup tapes
« Introduction of unauthorised or untested software

« Information leakage due to software errors.

Inappropriate use

«  Accessing inappropriate material on the internet

«  Sending inappropriate emails

«  Personal use of services and equipment in work time
»  Using unlicensed Software

«  Misuse of facilities, e.g. phoning premium line numbers.
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Theft / loss Incident

«  Theft/ loss of data — written or electronically held

«  Theft/ loss of any Parish Council equipment including computers,
monitors, mobile phones, Tablets, Memory sticks, CDs.

Accidental Incident

«  Sending an email containing sensitive information to 'all staff' by mistake

+  Receiving unsolicited mail of an offensive nature, e.g. containing
pornographic, obscene, racist, sexist, grossly offensive or violent material

«  Receiving unsolicited mail which requires you to enter personal data.

Miskeying

»  Receiving unauthorised information

«  Sending information to wrong recipient.
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